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QUALITATIVE PARADIGM MODEL AND THE DIGITAL TRANSFORMATION OF SOCIETY 
Alekseev Anatoly 

Institute of automation of processes of struggle for survivability of the ship, vessel 
101 Leninsky Av., St. Petersburg 198262, Russia 

e-mail: iapbgks@bk.ru 

Abstract. On the basis of the analysis of trends in modeling factors influencing the development of the State and 
Society, including the provisions of the national program of the digital economy, the proposed qualimetric paradigm and 
model of digital transformation of the State and Society, characterized by justification, forecasting and optimization of 
management decisions in all spheres of activity due to the qualimetrically provided quantitative data on the level of quality 
of management, their information-transparent monitoring and control. This allows us to quantitatively justify the strategy 
of development of the State and Society, to choose the best possible (optimal) way of technological and socio-economic 
development through their digital transformation. The example of technological support is given and the special role of 
digital transformation of the State and Society on the basis of the quantitative analysis of quality of management, factors 
of competitive ability of national production and services, system monitoring, forecasting and management of 
development in the process of digital transformation of the State and Society as a whole is shown. 

Keywords: digital economy; quality of management; paradigm; qualimetry; competitive ability model; digital 
transformation. 
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Abstract. The article discusses the concepts of the digital economy and defines the significance of the public 
services digital transformation. The article describes the role of the Interagency computer information system of e-
government service provision in St. Petersburg in the development of the regional digital economy. Also the article 
presents the current problems and the achieved positive results of the System functioning. 

Keywords: e-government services; digital economy; e-government. 

. 
«    » –  ,   

    28.07.2017  1632-  (  – ) [1],   
             

      ,    
  ,      .   

           . 
   –   ,      

    ,    ,  ,    – 
      , -  ,   . 
           . 

          07.05.2018  204 
«             2024 » [2] 
 -       ,   

         . 
          

      IT-     
,       ,  

 ,        , 
    ,        

            
,     . 

          
  -     .  10    
         

  -          
(  –  , ) [3].            

    ,    .       
 ,      3  – ,  

,     -  (  – )  . 
      ,    –  

 -    :  ,  , ,    
      ,      . 

   ,       –    
        .  «   

   ( )  - » (  – ),     
    200 ,   «    - », 57 

  4    (  – ), 6  «  » –   
          .  , 

     « » ,   ,    
     ,    ,   
  . 

        
 : , ,  –      

   - .        
,          . 

       ,    
       .     

     ,     ,   
    .       49 

,    70     .    
        . 

  ,   2018      
   92,41%,         

 ,         .   2018    
 1      39       , 

        87,4   



        13
 

  .           
   . 

  ,           
,        ,    
 . 

           
 :   ,      ,   

,  ,     , -  
   –        .    
  ,        

   ,   ,     
 ,     . 

         
            

    ,        , 
    ,   – . 

  ,          , 
   . 

            
       [4],     
 .  ,  ,       

,       ,  –   
.     ,       .  

,      « »       
[5].         ,       

    24/7,          , 
 .    -          

,          .  
      ,       

. 
       ,       

        ,    
     ,       

    – ,         
.           .  
      ,       

,          
     . 

   ,          
    , ,  ,      

   .           
  ,     ,    -

.            
      ,   

       – , , 
   .     -  , 

         ,   
  . 

. 
   ,   ,        

   ,    ,    
    ,   ,     

,              
        ,      .  
        : 

       ; 
        ; 
     ,       

; 
     ; 
        . 

 



14      
 

  
1.    «    » [  ]:   

   28  2017 .  1632- .   .-   « ». 
2.             2024  [  ]:  

    7  2018   204 ( .  19  2018 .).   .-   
« ». 

3.         -   
      [  ]:   -   7  2010 . 
 736 ( .  27  2015 .).   .-   « ». 

4.    ,           
 [  ]:      25  2012 .  634 ( .  27  2018 .). 

  .-   « ». 
5.              

 [  ]:      14  2009 .  112 ( .  28  
2015 .).   .-   « ». 

621.396.2 

      
        

  ,   ,     
   

 ., 8, - , 197342,  
e-mail: Vasily.Shevchenko2014@yandex.ru 

.      « -  
    »       . 

        .   
         . 

 :     ;  ;  ; 
    ;       

 . 

PROPOSALS FOR THE CREATION OF THE MODEL OF THE GEOGRAPHICALLY DISTRIBUTED 
TELECOMMUNICATION NETWORK SUPPORT ZONE DEVELOPMENT IN THE ARCTIC 

Kuleshov Igor, Solozobov Sergey, Shevchenko Vasily 
Information and telecommunication technologies 

8 Kantemirovskaya Str., St. Petersburg, 197342, Russia 
e-mail: Vasily.Shevchenko2014@yandex.ru 

Abstract. Provisions of the state Program of the Russian Federation «Social and economic development of the 
Arctic zone of the Russian Federation» on formation of basic zones of development in the Arctic are considered. The 
typical structure of the control system for the development of the Arctic reference zone is presented. A typical 
geographically distributed telecommunication network of the reference zone of development in the Arctic has been 
developed. 

Keywords: reference zones of development in the Arctic; control system; situational center; geographically 
distributed telecommunication network; typical communication center of the reference zone of development in the Arctic. 
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THE MAIN DIRECTIONS OF THE STATE POLICY IN THE FIELD OF SECURITY OF CRITICAL 
INFORMATION INFRASTRUCTURE OF THE RUSSIAN FEDERATION 

Storozhik Victor  
The office of the FSTEC of Russia in the Northwest Federal district 

11 Isaakievskaya Sq., St. Petersburg, 190000, Russia 
e-mail: szfo@fstec.ru 

Abstract. The normative legal acts and methodical documents defining the main directions of implementation of 
the state policy in the field of safety of critical information infrastructure of the Russian Federation, and also the priority 
measures provided by them regarding categorization of objects of critical information infrastructure, methodical ensuring 
protection of information and automated systems of objects of critical information infrastructure and the information 
containing in them are considered, clarification of the rules of implementation of the FSTEC of Russia and its territorial 
bodies of measures for state control of significant objects of critical information infrastructure. 

Keywords: automated control system; security of critical information infrastructure; state control; significant 
object of critical information infrastructure; information system; information and telecommunication network; 
significance categories; computer attack; computer incident; critical information infrastructure; object of critical 
information infrastructure; significance criterion indicator; subject of critical information infrastructure; information 
security threats. 

.  
     ,     

  30  2016 .  640        
-     .   ,   

          
,    ,    , 

   . 
     ,    

   5  2016 .  646       
         
.            
     ,    
     ( )     

 ,   ,         . 
         

    -  2017 ,     
  WannaCry, Petya, Misha   ,       

       ,   
 ,     (  « »,  ,    



        19
 

,  « »  ).        
        . 

         , 
-      ,  

  , , , , ,       
, -  ,    , , - , 

,    ,       
 ( )  ,       , 

    26  2017 . N 187-  «     
  »,      1  2018 .  

    :       
,       ;      

; ,    ,        
  ,     ,    

. 
       : ; 

      ,   ,   
        ;  
  . 

            
 25  2017 .  569 «           

  ,       16  2004 .  1085» 
       ,    

      ,   
    22  2017 .  620 «     

,          
 »        , 

       , 
          

 ( ).  
   -       , 

       ,   
     26  2017 .  187-  «    

   »,    
    28  2017 .  5985 - 10    

           
  (  ,     ),   

         ,   
     ,     

      . 
       ,   

 : 
1.      8  2018 .  127 «   
       , 

          
    ». 

2.      17  2018 .  162 «   
          

  ». 
       «   

            
     ». 
       ,   : 

1.     21  2017 .  235 «       
   » (     22  2018 .  50118). 

2.     22  2017 .  236 «      
        » (     13 

 2018 .  50753). 
3.     25  2017 .  239 «      

   » (     26  2018 .  50524). 
4.     11  2017 .  229 «     » 

(     28  2017 .  49500). 



20      
 

5.     6  2017 .  227 «       
 »     8  2018 .  49966). 

6.     09  2018 .  138 «        
         

    ,   ,   , 
            , 

          14  2014 . 
 31,           

  ,       
    25  2017 .  239» (     5  2018 . 
 52071). 

       ,   : 
1.     27  2018 .  366 «     

  » (     6  2018 .  52109). 
2.     24  2018 .  367 «    ,  

   ,        
           

,          
 » (     6  2018 .  52108). 

3.     24  2018 .  368 «      
      ,       

  ,      
,        , 

              
      » (     6  2018 . 
 52107). 

       «   ,  
,     ,       

 ». 
            

    : 
 «            

 »,       
 1  2012 .  1119;  

 «    ,    ,  
   »,      
 11  2013 .  17;  

 «           
         »,  

    18  2013 .  21; 
 «          

       ,   
,   ,           

  »,      14  2014 .  31. 
            

    40   . 
          

   : 
   ; 
      ; 
        ; 
       . 

     8  2018 . 127   
  ,           

.       ,   
  , -  ,   ,  

,   ,  ,   
          

  . 
           

           
  -        

    . 



        21
 

       :  , 
 ,     ( )  , 

   ,     ( )  , 
    , -  

,      (  ).     
,          ,    

 ,       (  ),  
           

    . 
       :  , 

-  ,   ,  
    ,     .   209  

   «   » ,   –  , 
  ,             

   ,   (  ,    
 ,       . .). 

         
 ,         . 

  :   ,      , 
  ,      ,   

  ,   ,     
  (  )  ;   , 

       ;   ,   
     ;       

  ,       .      
     ,    ,  

     ( ) -     
  (   (  ),  « »   « »),    . 

,      , : 
  , , ,  –   

 ,      ( )    
  ; 

       ; 
   ,   ,    

 ,  ( )  ,     ; 
          ; 
        ,    

    ( ); 
    ,        

  ; 
          

  ; 
             

      . 
      :  

    : ,  ,    -
 ,     ,       

; 
      ( )     
 ; 

  ,   ,   ,   
,   ; 

      ,  
  ,   -  ,   

  ,       ; 
           ( )    

; 
          ,    

,    ,   ,      
 . 

          4  2018 .  240/22/2339 
«            

   »      



22      
 

«          » 
         : 

 «          
»,    18  2007 .;  

 «          
 »,    18  2007 .; 

 «            
  »,    15  2008 .; 

 «           
    »,    14  2008 . 

          
          . 

       ,      
      . 
          

      ( )  ,   
  . 

         
      24  2018 .  240/25/3752.  

        ,  
  ,       ( ) -  

         ,  
      5        .  

            
    . 

     ,   :   
 ;       ;    

   ;          
       ,        

           
,   . 

   :  
        ( )    

  ; 
  ,   ( )       

, , ,  ,    
 ,    ,      

(  ); 
   ,   ,    

  ,  ( )  ,     
,    ,  ; 

           
        ; 

           
             

     . 
           
     ,     

    . 
          

   . 
   , ,      

     : ; ; ; 
; ,   . 

        ,   
   .  

         24  2018 . 
 240/25/3752           ,  

            
         

 . 



        23
 

    22  2017 .  236     
            

        ,   : 
     ( ,  ( ) ,  ( ) , 

   ,       
 ,   ); 

    ,    ,      
   ( ,    ,  ( ),  

 ( )       ); 
             

   ; 
   ,    ( ,    ); 
     -  ,    ,   

 ,           
    (  ); 

             
    ; 

            
    ; 

  ,    ,      
    ,         
; 

    ,      ,  
      . 

            
          

 ,   ,   ,    
                

         9  2018 
.  138 «            

         , 
  ,   ,       

      ,      
     14  2014 .  31,       

      ,  
         25  2017 .  239»,  

      .    
    «        
   »,         ,  

          
    .  

     17  2018 .  162   
            

      .       
 :    . 
         : 

  3             ; 
          . 
          : 
          

        ;  
       ,   

;  
        ; 
              

   . 
. 

 ,        , 
 ,     ,      

      ,     
   ,       

    .        
   ,      



24      
 

     ,     ,  
            
,           

     . 

  
1.      ( .      31  2015 . 

 683). 
2.      ( .      30  2016 .  640). 
3.      ( .      5  2016 . 

 646). 
4.     (  )  30  1994 .  51-  ( .  3  2018 .) (  .  ., . 

  1  2018 .). 
5.    26  2017 . N 187-  «       

». 
6.      25  2017 .  569 «          

   ,       16  2004 .  1085». 
7.      2  2018 .  98 «      ,  

  ,      30  1995 .  1203». 
8.      8  2018 .  127 «      

    ,        
       ». 

9.      17  2018 .  162 «     
          ». 

10.      «         
         ». 

11.      1  2012 .  1119 «       
        ». 

12.     21  2017 .  235 «          
» (     22  2018 .  50118). 

13.     22  2017 .  236 «          
    » (     13  2018 .  50753). 

14.     25  2017 .  239 «         
» (     26  2018 .  50524). 

15.     11  2017 .  229 «     » (     
28  2017 .  49500). 

16.     6  2017 .  227 «        »  
   8  2018 .  49966). 

17.     9  2018 .  138 «           
          , 

  ,   ,           
  ,           

 14  2014 .  31,           
  ,           25 

 2017 .  239» (     05  2018 .  52071). 
18.     11  2013 .  17 «      ,   

 ,     ».  
19.     18  2013 .  21 «           

           ». 
20.     14  2014 .  31 «          

         ,   
,   ,             ». 

21.     27  2018 .  366 «       » 
(     6  2018 .  52109). 

22.     24  2018 .  367 «    ,     
,             

      ,        
   » (     6  2018 .  52108). 

23.     24  2018 .  368 «          
  ,         ,  

    ,       
 ,              

       » (     6  2018 .  52107). 
24.          ,    

18  2007 . 
25.           , 

   18  2007 . 
26.              , 

   15  2008 . 
27.              

 ,    14  2008 . 

 

 



        25
 

 004.03, 004.05, 004.6, 004.7 

      
-   

  ,    
-      ,  

   (  ) 
  14, - , 199034,  

e-mails: artem.shiyan68@gmail.com, mityagin.spb@gmail.com 

.         -
 ,     ,   

           
       .    

     .     
    - . 

 : ;  ;  ; 
 . 

ISSUES OF URBAN INFORMATION SYSTEMS INTEROPERABILITY in ST. PETERSBURG 
Shiyan Artem, Mityagin Sergey 

The St. Petersburg National Research University of Information Technologies, Mechanics and Optics  
(University ITMO) 

14 Birzhevaya Linia, St. Petersburg, 199034, Russia 
e-mails: artem.shiyan68@gmail.com, mityagin.spb@gmail.com 

 
Abstract. The paper examines the study of interoperability mechanisms in the scale of urban IT infrastructure, 

represented by a variety of interacting information systems and also framework analysis of the similarity level about 
information systems for practical recommendations on restructuring the existing design pattern of systems and 
reorganization of their interaction. And it is also include the advanced multi-stage study about different functional levels. 
Based on these systems interoperability research, recommendations for the development of urban IT infrastructure are 
given. 

Keywords: interoperability; information infrastructure; information system; smart city. 
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SOME ASPECTS OF THE USE OF RFID TAGS SURFACE ACOUSTIC WAVE 
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Abstract. The article is devoted to the promising technology of creating various applications of the Internet of 
things – radio frequency identification technology. The features of functioning of RFID systems on surface-acoustic 
waves are considered, in particular, the collision resolution algorithms used in such systems. 

Keywords: radio-frequency identification of objects; radio-frequency label; Internet of things; anti-collision 
algorithm; correlation anti-collision algorithm. 
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Abstract: In the article possible approaches to usage of intelligent technologies for GIS based monitoring systems 
are discussed. It is suggested to use cognitive architectures for building GIS oriented monitoring systems. Suggested 
approach is based on the idea of automatic generation of monitoring business processes. Usage of suggested approach 
allows increase the speed of monitoring systems operation and reduce the cost of development. 

Keywords: monitoring; GIS; cognitive architectures. 
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Abstract. Simulation model of probe routing protocol for use in wireless networks with dynamically changing 
topology is considered. Principles of simulation model construction in MATLAB software environment are described. 
The results of network simulation for different variants of protocol parameters are presented. The features of probe routing 
protocol are investigated. The necessity of the optimal choice of start node for protocol to reduce the algorithm 
convergence time is shown. The noise immunity of the routing rotocol is investigated. 

Keywords: routing; protocol; simulation model; wireless networks; MANET. 
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Abstract. During the implementation and operation of automated control systems (ACS) in various spheres of 
human activity there is a problem of an estimation of its efficiency. Because ACS, as a rule, complex system, for her 
comprehensive assessment indicators should be used, which, on the one hand, user-friendly management information 
system, and on the other hand reflect the effectiveness of its implementation and operation.  

Keywords: automated control system; performance indicators; human-machine system; the algorithm of 
functioning; the probability of achieving the objectives; time to achieve this goal; the reliability of the software. 
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. 
           

,   . 3.  : 
1.      55 ,     . 

 
. 3.     

2.       ,  P 1= 0,992, P 2= 0,995, P 3= 0,989, P 4= 0,997, 
P 5= 0,99, P 6= 0,987, P 7= 0,999,  P1-2= 0,991, P1-3= 0,993, P2-4= 0,998, P2-5= 0,989, P3-6= 0,996, P4-6= 0,997, P4-7= 0,995, 
P5-7= 0,988, P6-7= 0,993, P7- = 1. 

1. P  = 52/55 = 0,945 
2. P n = (0,992 0,991) (0,992 0,993) (0,995 0,998) (0,995 0,989) (0,989*0,996)  
*(0,997 0,997) (0,997 0,995) (0,99 0,988) (0,987 0,993) 0,999 = 0,88 
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Abstract. For protection of the computer and information, which is stored on it, appropriate means of information 
security from the register of the certified means of information protection of FSTEC, which turns on more than 170 
firewalls are used. For the reasonable choice of the most preferable version of the firewall it is offered to range them with 
use of a harmonious algorithm of aggregation of private indicators of quality. 

Keywords: threat; firewall; security; ranking; optimal choice. 
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Abstract. The article deals with the problem of classification of anomalies in the sea surface by the example of 
radar images of oil spills and wind slicks. As the attributes of the objects the ranks of the distribution parameters, 
approximating the histogram of images and rows of pixel intensity images are considered. The sequence of the 
classification algorithm is examined to determine the required number of samples of objects in a database. 

Keywords: marine anomalies; radar images; classification of objects; the decision rule; environmental protection; 
nonparametric algorithm 
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ways to protect these networks from unauthorized connection. 
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RUBY LANGUAGE SECURITY PROBLEMS AND RAILS FRAMEWORK AND METHODS OF THEIR 
SOLUTION 
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(University ITMO) 
49 Kronverksky Av., St. Petersburg, 197101, Russia 
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Abstract. This article presents security issues that developers and users of Ruby on Rails applications may 
encounter, and methods for solving them. As in most programming languages, there are libraries in Ruby that are written 
by the community - gems. Using third-party libraries is one of the security concerns of Ruby applications. This article 
provides methods for protecting against possible vulnerabilities in third-party libraries. The next is the problem of safe 
threading implementation. When working with variables or data from a database in streams, the problem arises of 
changing this data during parallel execution. This article provides methods for avoiding conflicts in threads. It also 
addresses the problem of the race condition, which occurs when several requests are sent to the server at the same time 
(Race Condition). When simultaneously processing two queries that work with the same data, the result of the last query 
depends on the result of the first. This article explains how to avoid Race Condition in Ruby. 

Keywords: Ruby on Rails; programming languages; security 
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Abstract. The design of the digital signature schemes based on computational difficulty of the hidden discrete 
logarithm problem defined over the finite associative algebras with non-commutative multiplication operation is 
proposed. There is considered the 4-dimensional algebra of the indicated type. Properties of the last one, which are used 
at constructing the signature scheme are considered. 

Keywords: post-quantum cryptography; cryptographic primitives; digital signature schemes; finite algebraic 
structures. 
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Abstract. Considers the problem of insiders as an internal threat to information security and suggests criteria for 
classifying insiders. The proposed criteria describe the insider by various parameters, including parameters characterizing 
his labor relations with the organization, personal characteristics and motivation. Proposed risk indicators for insider 
threat analysis: personal, behavioral and technical. 

Keywords: internal threats to information security; insider; detection of insiders. 
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THE METHOD OF DETERMINING THE RELIABILITY OF INFORMATION PROTECTION IN AN 
AUTOMATED INFORMATION SYSTEM IN SECURED EXECUTION 
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Abstract. When designing an automated information system in a protected design, an integrated approach to the 
organization of an information security system is proposed; in this connection, the complex of measures and means of 
protection includes organizational, software, software, hardware, engineering and technical. Since the operation of the 
automated information system in protected execution and maintenance of its information security system involves 
personnel, the system is also ergatic. The chosen means and measures designed to protect valuable information resources 
may contain errors, defects, as well as various mortgage devices. For this reason, an attacker can exploit these 
vulnerabilities and gain access to protected information. In order to assess whether a particular protection system is 
capable of meeting the requirements to it, it is necessary to calculate the reliability of its functioning. The article analyzes 
the existing methods for determining the reliability of information security, reveals their advantages and disadvantages. 

Keywords: automated information system in secured execution; reliability assessment; reliability theory; 
protection of information. 
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STUDY OF THE FORMATION OF BIPOLAR ULTRA-SHORT VOLTAGE PULSES 
OF HIGH POWER ON THE BASIS OF SIMULATION 
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St. Petersburg Institute for Informatics and Automation of the Russian Academy of Science 
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Abstract. Computer models have been developed in the CST Studio Suite environment that implement two 
methods of generating bipolar pulses of ultrashort duration of high power, consisting in imposing unipolar pulses of 
opposite polarity shifted relative to each other in time using long-lines. The process of the formation of bipolar pulses by 
both methods is investigated in detail. The advantage in the energy efficiency of converting one method over another is 
shown. 

Keywords: bipolar impulse; ultrashort impulse of high power; generator of voltage unipolar impulses; computer 
model; long line; simulation. 
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SOURCES OF THREATS AND PECULIARITIES OF SECURITY INFORMATION SECURITY 
PERSONALITY 

Bobonets Sergey, Kostyuk Anatoliy 
St. Petersburg University of the Russian interior Ministry 
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Abstract. The current tasks facing the society in the period of its informatization are considered, emerging threats 
and problems of the information-psychological security of the individual in the conditions of accumulation and 
uncontrolled distribution of information resources are highlighted. Two approaches to understanding and ensuring 
information and psychological security of the individual are identified and analyzed. The tasks of informational and 
psychological education in the field of information-psychological security of a person are formulated, allowing partial 
solution of the problems noted. 

Keywords: threats, information-psychological security of a person; approaches to understanding and ensuring 
information-psychological security of a person; information and psychological education.  
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Abstract. The article discusses the problems of information-psychological security of the individual in the 
conditions of the informatization of society. Newly formed threats to the security of the individual in society at a new 
stage of its development are analyzed. Directions are formulated, the implementation of which will contribute to ensuring 
the informational and psychological security of the individual, are proposed. ways to prevent the negative effects of 
destructive informational and psychological impact. 

Keywords: information-psychological security of the individual; problems of personal security; directions for 
ensuring the security of the individual 
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Abstract. The possibilities and advantages of using cloud technologies in the activities of ATS units are 
Considered. Focus on the solution of questions of protection of information of key critical security areas of cloud 
technology: security data stored in the cloud, protecting data in transit, authentication, user isolation, legal issues, incident 
response, auditing, and organizational measures. 

Keywords: cloud technologies, security of cloud technologies; information system of document flow of the 
Ministry of internal Affairs of Russia. 
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Abstract. In article the solution of the problem of automation of information risk management in standard 
information networks of MIA of Russia is suggested. Information systems and technologies of MIA of Russia, term 
“information risk” and “risk management”, groups of information risks, stages and strategies of information risks 
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management, methods of information risks assessment are considered. Mathematical model of information risks 
assessment in information networks of MIA of Russia and software implementation of this model are suggested. 

Keywords: information technologies; automation; information risks; information risks assessment; risk 
management. 
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Abstract. The problem of protecting state secrets rises before each state this problem becomes more urgent in 
modern society, which is characterized by openness of public life and increasingly developing information technologies 
that can also be used against the independence of the Russian Federation. Organizational methods of protection are one 
of the most important methods of preventing the disclosure of information constituting state secrets, as well as its 
unauthorized access, distortion and destruction. 

Keywords: security; state secrets; secrecy regime; organizational protection 

. 
          , 

, ,    . ,    
 ,      .    

     ,     
  . 

   ,         
.           

–            
 .         , 

       ,     
  .       
       ,     
 ,       

   .  
        ,   

          
 .        , 

         ,  . 
       .   

            
.    «  »     ,   

    ,    ,  , -
 ,  ,   . . 
   ,  ,     

      .       
   ,      ,  

,         -   
.  

     ,    , 
   ,      ,   

         ,    
   [4]. 

      . 2   «   
» [2].     ,     

        :   — 
      , , , 

,   -  ,   
     .   «   » 

 ,         , 
   ,         

.  ,   ,   ,    
,     .           

  ,       , , 
    20.08.2010 N 600 «       ,  

       ,   
        ».   



100      
 

        , ,   
   [7]. 

       ,    
  ,        

   . ,   ,   
        - , 

, , , -    .  
    ,     
  ,    .    

,   ,      ,    
 ,    ,      
           

,    .   ,   
     ,       , 
       . 

              
 , ,   ,    ,  

   ,    ,  . 
          ,   

 ,        , ,    
        .      

     ,   ,  
          . 

  ,    ,     
  ,       . 

        
,     .    

      ,      
,      . 

           [10]:  
    -     ,  

             
   ; 

    -     
  ( )  -  ,    

   .  
           

.  -      . ,   ,   
  -  ,       
          . 

      ,     
      [8]: 

           
 ; 

            
   ,   ; 

     ,   ,   
,          

; 
           

  ; 
      . 

         , 
     . 

  ,    ,    
   ,         

,    .        
,        , 

      . -  
        ,     
  ,        ,  

      ,    
   . 



-         101
 

       20  2010 .  600    
           
  .           

        .     
           . 

       -  
,        , ,    

  ,  ,   , ,    .  -
  ,        

    ,         
 ,   .      

   .       
    -        

         
. 

            
    [8].          

   ,   , , 
   .     .   

      .      
          .  

       ,  
     ,    .  

 ,   ,      
          .  

       , ,    
.  

  ,          
 . - ,           

      . - ,  -    
    ,    .  

. 
  25       «   »    

       .     70 
-       ,     30   

    40      .  
  ,  ,     , 

          -    
   .  

         ,  
  .         

           
    .      – 

      ,   ,    
      [11]. 

          
  ,    ,       
,   ,       

  . 
  

1.    ( . (   ,          30.12.2008 N 
6- ,  21.07.2014 N 11- )// [  ] –  : http://www.consultant.ru/document/cons_doc_LAW_28399/, 

. – .   
2.    5485-1  21.07.1993 ( . 29.07.2018) «   » // [  ] –  : 

http://www.consultant.ru/document/cons_doc_LAW_2481/ . – .   
3.    380-   28.12.2010 ( .  05.10.2015) «  » // [  ] –  : 

http://www.consultant.ru/document/cons_doc_LAW_108546/. – .   
4.     1203  30.11.1995 ( . 03.09.2018) «    ,    » 

// [  ] –  : http://www.consultant.ru/document/cons_doc_LAW_8522/, . – .   
5.      16.04.2005 ( . 22.12.2017)  151-  «      

   ,        » // [  
] –  : https://www.garant.ru/products/ipo/prime/doc/71740732/, . – .   

6.     06.02.2010 N 63 ( .  29.12.2016) «        
       » // [  ] –  : 

http://www.consultant.ru/document/cons_doc_LAW_97474/ . – .   



102      
 

7.         20.08.2010    600 «         ,   
      ,        

   » // [  ] –  : http://base.garant.ru/12180121//, . – .   
8.     20.06.2012 N 615 (  .  28.12.2016) «         

  » // [  ] –  : http://www.consultant.ru/document/cons_doc_LAW_28399/, 
. – .   

9.     11  2012 .  015 «            
» // [  ] –  : 

http://www.consultant.ru/cons/cgi/online.cgi?req=doc&base=EXP&n=539374#023787936220625938 /, . – .   
10.  .       //      :    

. 2016. N 6. . 56 - 62 
11.  . .,  . .         // : :   , 

2008 

 004.056 

 -     
   

-     
  ., 1, - , 198206,  

e-mail: nv_yarmolenko@mail.ru 

.     -   , 
    -  . 

 :  ;    ;   
 . 

ASPECTS OF INFORMATION-PSYCHOLOGICAL PROTECTION OF THE PERSON 
Yarmolenko Natalia  

St. Petersburg University of the Russian interior Ministry 
1 Pilot Pilyutov St., St. Petersburg, 198206, Russia  

e-mail: nv_yarmolenko@mail.ru 

Abstract. The article explains the content of information-psychological protection of the individual and reveals 
the main sources of threats to information-psychological security. 

Keywords: personal security; social practice safe behavior; the person as an object of security. 
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Abstract. The paper explains the use of mathematical statistics methods for processing psychological research 
data. The problems of cluster analysis are formulated, the cluster properties and the concept of distance and proximity 
between objects are analyzed. 

Keywords: cluster; cluster analysis; sample set; matrix. 

         
     IBM-     

          ,   
    .       

      :  
    (  ), -  

,       ; 
  ,    -      

; 
     (  ),    

( , ) ; 
    ,   ,    

 ( , ,   . .); 
  -        (  

 ,  ,      
  ); 

    ; 
       ,   

     . 
         

     IBM-     
          .  
 ,         . 

 , ,        
     . 

        
,          



-         105
 

  .       
        .  

          
          

        ,    
.     ,  ,   

   , . .       
.        ,   

      .      
      ,     

 [1]. 
        , 

      ,    ,   
       ,     .    

. , ,     ,      
     ,      

   (  )   .  
           

 
      k      

 .      ,   ,  
  .   ,        , , 

   ,      « »,     
  « » [2]. 

       .      
, , ,   .    ,    

      ,        
,    ,     .    

      , . .       
 .     -    ;    

,      « ».       ,  
    ( . .   )   , 

 .       .     
,       « » -     . 

              
 [3]. 

          .   
   ,    ,    .    

–        -          
 D,    : 

,           (1) 

. 
            

  ( ).     (   )    .  
            . 

    D1,             
 D.    D1         
 . .          ,      

. 
   ,          ,  
     .  ,      , 

      .       
: 

1.  : 



106      
 

(2)

2.   : 
         (3) 

3. « »  :  

(4)

4.  :  
(5)

5.  : 
         (6) 

            
  ( ) [4].     (   )    . 

             
.     D1,            

  D.    D1       
   . .          ,  

    . 
         ,   
 (   ,  -    . .), 

  ,    . . 
       

        .   
        Data Mining,  

     . ,     
 SPSS,   –   Statgraf.  

          
.        ,  ,   ,  

      .     
        ,   ,  

  .     ,   
  ( ) ,      . 

      ( ) ,  
     .        

 ( )  ,    ( ) –  .  
   ,      ,   

          
, ,        .  , 

        ,   
  .   ,     
,  :      . 

    ,       
 (  1),   ,    

 -  ,  ,     
 (  5). 

     ,  ,  
    ,   ,    

  ,       .  
-      . 

 ,        
     ,     

,       ( ),    
.    -        

 ,       . 
  

1.  . .     .  VIII  -  «  



-         107
 

   », ,   [ ]:  /  -  -
  [  .]. - :  , 2012. - 216 . 

2.  . .,  B.C.     . . - : , 1998.  – 1022 . 
3.  .- .,  . .  . ,    .  . . . . – .:   

, 1989.  – 215 . 
4.  . .  . – .:   , 1988. – 176 . 

 
 
 
 
 
 



108      
 

 

    

 336.719 

-      
  

  ,   ,    
-     

  ., 1, - , 198206,  
e-mails: blv5505@mail.ru, vasyapetrov95_00@mail.ru, kumirova@mail.ru 

.           
,    .       

 ,   ,        
   . 

 :  ;  ; ;  ;  
 ;   . 

MATHEMATICAL-STATISTICAL STUDY OF THE INCREASE OF THE POPULATION DEBT TO BANKS 
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Abstract. The article considers the problem of increasing the debt of the population of Russian citizens to banks 
associated with non-payment of the loan. The data of correlation analysis of the relationship between the amount of debt, 
the amount of mortgage loans, the volume of car loans and the level of unemployment on the basis of statistical data of 
previous years. 

Keywords: debt of the population; mortgage lending; car loans; unemployment rate; pair correlation coefficient; 
private correlation coefficient. 
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Verzun Natalia1, Kolbanev Mikhail1, Shamin Alexey2 

1 Saint-Petersburg State University of Economics 
21 Sadovaya Str., St. Petersburg, 191023, Russia 

2 Nizhny Novgorod state University of engineering and Economics 
22A Oktyabrskaya Str., Knyaginino, 606340, Russia 

e-mails: verzun.n@unecon.ru, mokolbanev@mail.ru, ngiei-spo@mail.ru 

Abstract. It is shown that the introduction of digital economy technologies is increasingly hampered by the 
contradiction between single and common approaches to its creation. On the one hand, one can observe the growth of 
financing of a large number of local tasks, the development of certain technologies, pilot projects and start-ups, on the 
other hand, insufficient attention to the development of a comprehensive systemic view of the digital economy as a holistic 
technological project that uses generalized and standardized information models and architecture. A stratified model of 
the digital economy is proposed, designed to remove this contradiction. 

Keywords: information society; digital economy; system architecture; stratified description of the system. 
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Abstract. The paper outlines the new process-event approach developed by the author for quantitative estimation 
of operational risk in dynamics and calculating the amount of reserved capital in the enterprise of the real sector of the 
economy. To calculate and analyze the operational risk value, the logical-probabilistic method is used. Author proposes 
to model the active processes of the enterprise as a chain of events. Logical functions are built on the basis of possible 
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critical combinations of events of active enterprise processes. The concept of “Karaseva diagram” is introduced to 
graphically describe the functioning of an enterprise as a stream of events. 

Keywords: process; event; logics; probability; risk; management; event flow; Karaseva diagram.  
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Abstract. The problem of effectiveness of human activity in automated information system (AIS) is discussed. 
The concept of  «activities» and its semantic field, integral and partial indicators of the effectiveness of human activity in 
automated information systems are considered. A possible approach to assessing the effectiveness of human activity in 
automated information system and the software for monitoring and analyzing its performance and fatigue are discussed. 
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Ymin = 0.02375; Ymax = 0.046; Y = 0.034875; T = t1 + t2.1 + t2.3 + t3.2 + t4. 

 
. 5.     {a, b, c} 

Ymin = 0.021; Ymax = 0.044; Y = 0.0325; T = t1 + t2.1 + t2.3 + t3.2 + t4. 

 
. 6.     { , , } 

Ymin = 0.472; Ymax = 0.969; Y = 0.6; t  =0.6 – 0.034875 = 0.565125; T = t1 + t2.1 + t2.3 + t  + t3.2 + t4. 

 
. 7.     {1, 2, 3}     {1, 2, 3,4} 

Ymin = 0.035; Ymax = 0.11; Y= 0.0725; T = t1 + t2.1 + t2.2 + t2.3 + t3.1 + t3.2 + t4. 
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CAPITAL EXPENDITURES PROFITABILITY MONITORING DATA ONLINE ANALYTICAL 
PROCESSING 
Smirnova Elena 

St. Petersburg State Unitary Enterprise «St. Petersburg Information and Analytical Centre» 
6 Transportnyj per., St. Petersburg 191040, Russia 

e-mail: elena.smirnova@iac.spb.ru 

Abstract. OLAP-technology is considered in the context of strategic budgeting for building a hypercube of 
CAPEX effectiveness indicators. The problem of investment projects efficiency assessment and commensurability of 
long-term effectiveness for the full payback period with increasing macroeconomic uncertainty still remains relevant. The 
criteria used to make investment decisions at the planning stage do not always allow further financial results comparison 
for post-completion audit. We suggest to use the current average annual profitability index as a metric to assess investment 
profitability after the actual breakeven point. Using such approach, we can compare heterogeneous – in amounts and 
terms – investment projects as part of a long-term program, and it can serve as a methodical basis for economic monitoring 
of investment profitability across the full life cycle of investment project. 

Keywords: investment project; capital expenditures (CAPEX); profitability index; monitoring; controlling; 
strategic budgeting; project management; online analytical processing (OLAP); feedback economy.  
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DIGITAL FORM OF THE PROCESSES OF CO-OPERATION OF THE SYSTEMS OF AIR 
TRANSPORTATION LOGISTICS HUB 

Zaitsev Evgeniy, Konikova Elena 
Saint-Petersburg State University of Civil Aviation 

38 Pilotov Str., St. Petersburg, 196210, Russia 
e-mails: enzaitsev@mail.ru, elenavictorovnak@mail.ru 

Abstract. In the article is examined the complex of co-operation of the systems of «Airport–Airline–ATC» at a 
reception and maintenance of the flight. Airport Collaborate Decision Making (A-CDM) - Airport system of joint 
acceptance of decisions introduction is described. 

Keyword: airport; airline; interaction; aircraft; ground flight service; aviation transport-logistic junction; Airport-
Collaborate Decision Making. 
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DEVELOPMENT AND APPLICATION OF IMITATION MODELS AT CONTROL OF FLOWS IN 
PASSENGERS TERMINALS 

Zaitsev Evgeniy 1, Pashkevich Aleksey 2, Teclav Ilya 1, Shaydurov Ivan 1 
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Abstract. The article considers discrete-event simulation model of passenger service at Pulkovo airport created in 
the AnyLogic environment. The necessity of application of simulation modeling in the decision-making process (DMP) 
is substantiated when resources are redistributed to more loaded areas in the aviation transport and logistics node. 

Keywords: simulation modeling; flow management; aviation transport-logistics node. 
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Abstract. The article presents the advantages of using an intelligent decision support system for the transportation 
of oversized cargo, taking into account the existing features of such transportation. It is shown that the key element of 
this system is a knowledge base containing relevant information on transportation. A characteristic of the technology for 
constructing this knowledge base is given, a fragment of its structure is presented and a graphic image of the formal 
representation of the knowledge base element in the form of a semantic graph with shells is given. 
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Abstract. The main elements of the unmanned aerial vehicle control system based on neural networks and also 
the problems solved with their help are considered. The variants of using these systems on different types of aircraft are 
analyzed,  
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2 Peter the Great St. Petersburg Polytechnic University 

29 Polytechnicheskaya Str., St. Petersburg, 195251, Russia 
e-mails: triplenick@mail.ru, dashakozlova1994@yandex.ru  

Abstract. The paper looks into the issues of alternative options of the container terminal storage system 
functioning. A preliminary literature overview in the respective area has shown that most of the studies consider the 
questions of staking storage system organization. At the same time there is a lack of methodological developments in the 
area of implementation of rack storage systems. The simulation model of storage of freights in a warehouse have been 
developed and realized. On the basis of the created model the experiment of variation of parameters was made. The results 
allowed to estimate the range of incoming and outgoing flow intensity, which determines preference of choosing storage 
system.  

Keywords. container terminal; storage system; simulation modelling; material-handling equipment. 
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THE CONDITIONS OF INFORMATIZATION OF PROMISING SYSTEMS OF ORGANIZATIONAL 
MANAGEMENT PRACTICAL TRAINING  

Alekseev Sergey, Parfenov Nikolay, Sakhno Roman, Yakovleva Natalia  
St. Petersburg University of the Russian interior Ministry 

1 Pilot Pilyutov St., St. Petersburg, 198206, Russia  
e-mail: ksgati@yandex.ru 

Abstract. The main features of the development of professional training of future specialists in educational 
institutions, including practical training using technical means of training, allowed to determine the structure and content 
of practical training that must meet organizational and didactic requirements for its effectiveness. The content of practical 
training should be aimed at improving its quality. Currently, the development of skills in the course of practical training 
does not create a holistic view of the trainees ' future professional activities. The effectiveness of practical training is 
determined by three types of «human factor»: the results of professional selection of candidates for training, certification 
characteristics of graduates and pedagogical skills of managers. 

Keywords: efficiency; organizational management; educational system; complex automation. 
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Abstract. The ways of application of high-tech computer technologies for the demonstration exam system 
Worldskills. The methods and means of simulation used to build such an educational environment to support the 
educational process of training middle managers are considered. 
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Abstract. This paper made attempt to supplement the ISO 9126 standard with specific characteristics of the 
software product for the e-learning system. This expansion done by defining the qualitative characteristics of the e-
learning system and integrating them into the ISO 9126 model. The results of the presented study will serve as a basis for 
assessing the existing system. 
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Abstract. In article the scientific and pedagogical concept of system-cybernetic preparation of young scientists at 
the third step of higher education (postgraduate study) reflecting long-term experience of preparation and a current state 
and tendencies of development of system researches is considered. The purpose, didactic problems and structure of a 
corresponding subject matter «Theoretical bases of system researches» are stated.  
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ANALYSIS OF THE USE OF THE AUTOMATED CONTROL SYSTEM «GALAXY ERP» 
IN THE EDUCATIONAL PROCESS OF ST. PETERSBURG UNIVERSITY OF THE MINISTRY 

OF INTERNAL AFFAIRS OF RUSSIA 
Loknov Aleksey, Primakin Alexey 

St. Petersburg University of the Russian interior Ministry 
1 Pilot Pilyutov St., St. Petersburg, 198206, Russia  
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Abstract. In the article the analysis of application of the automated control system «Galaktika ERP» in Saint-
Petersburg University of MIA of Russia. The results of its implementation in the organization of educational process are 
considered. The proposals for the further use and full functioning of the Galaxy ERP system in performing daily tasks are 
formulated. 

Keywords: educational process; innovations in education; automated control system in the educational process. 
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INNOVATIVE METHODS OF TRAINING OF SPECIALISTS ON SAFETY OF INFORMATION 
TECHNOLOGIES IN THE LAW-ENFORCEMENT SPHERE 

Parfyonov Nikolay, Alekseev Sergey, Stakhno Roman, Yakovleva Natalya 
St. Petersburg University of the Russian interior Ministry 

1 Pilot Pilyutov St., St. Petersburg, 198206, Russia  
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Abstract. Terms of the generalized and private professional tasks are entered into structure of a technique of 
carrying out a practical training of security specialists of information technologies in the law-enforcement sphere, defined 
set of indicators for an assessment of quality of a practical training, and also algorithm of adequate methods of training 
with use of computer means. 

Keywords: carrying out; contents; process; technologies; quality; training; models of management; educational 
material resources; practical training. 
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INFORMATICS AS BASIS OF FUNDAMENTAL TRAINING OF DEVELOPERS OF INFORMATION 
TECHNOLOGIES AND SYSTEMS 

Sovetov Boris 
Saint Petersburg Electrotechnical University «LETI» 

5 Professor Popov Str., St. Petersburg, 197376, Russia 
e-mail: bysovetov@mail.ru 

Abstract. Domestic education always differed from foreign in fundamental nature. Within the last fifteen years 
the higher education has been oriented on the western standards of «Bologna Process» and instead of engineers let out 
bachelors and masters that located by need of entry into world educational system. Graduates of the higher school have 
appeared incapable to adapt to needs of the domestic industry, and there was a problem of change of a vector of 
development of the higher education towards a specialist programme. The current century will become history of mankind 
as a century of informatization, a century of completion of creation of information society around the world. We have 
entered an era of digital economy. In labor market there were tens of thousands of vacancies of engineers of new type - 
digital engineers. For the expired years of this century it was succeeded to pass to the final stage of creation of information 
society, however the problem of priority of education in information society formulated in 1992 was not solved so far. 
There was an urgent need of training of specialists for the domestic industry, capable to adapt in the conditions of the 
market to quickly changing requirements of employers. This problem can be solved by transition from-level preparation 
for a specialist programme on condition of considerable fundamentalization of education. In the conditions of digital 
economy the fundamental course «Informatics» has to be put in a basis under cooking of developers of information 
systems and technologies. This course has to support a profession and give to the graduate the fundamental bases allowing 
I eat at to study during all life. 

Keywords: fundamental education; informatics; digital economy; key competences. 
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THE PROBLEMS OF THE METHODICS OF TEACHING INFORMATICS AT SCHOOLS 
OF LINGUISTIC PROFILE 

Fyodorov Konstantin 
St. Petersburg State University, 

College of Physic Culture and Sport, Economic and Technology 
27 Izmaylovsky Av., St. Petersburg, 190005, Russia 

e-mail: constantin325@rambler.ru 

Abstract. The main problems of the methodics of teaching informatics faced by teachers working in schools of 
linguistic profile. Possible ways of solving these problems are analyzed. 

Keywords: interdisciplinary communications of the informatics and foreign languages; the variability of the 
studying content; differentiation of tasks for levels of complexity of studying; accounting peculiarities of a certain foreign 
language; the evaluation of the efficiency of teaching methodics.  
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Abstract. First clinical experience of using praxis aimed model of express diagnostics of personality accentuations 
types in the aspect of determining the psychological compatibility of the attending physician and patient is proposed. The 
compatibility of the patient and the attending physician according to the prevailing type of psychological accentuation 
provides their collaboration in the treatment of malignant neoplasms. 
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Abstract. Methods and technologies of data analysis of Data Mining let identify a number of hidden patterns and 
connections between data of various nature. The article presents the results of cluster analysis of dental data in the 
programs R and RM. The results are compared, the number of matches is determined. 
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     RM  : Retrive, Normalize, Clustering (k-
medoids)  Perfomance.  , ,   ,      

         .    
     .      k-means  k- medoids,   k-

means      .     
 Retrive  Agglomerative Clustering.   

  R (   R)      
          .    
     R   . 2.    

     . 3. 
 
 
 
 
 
 
 
 
 
 

.2.       

 
. 3.     

     RM    R    1. 
 1 

   RM  R 

   ,      
R  R  1  2  3  4 

R  R R  R R  R R  R 
0 12 4 8 – 1 2 1 1 2 1 
1 54 53 4 – 3 – 7 6 40 47 
2 1 1 – – – – – – 1 1 
3 19 28 7 19 3 5 – 1 9 3 

: 86 86 19 19 7 7 8 8 52 52 
 

 RM   _0  8   1 ,    2  3 
 (2 ), 2   4 ,   12 .  R   _0  4 : 

    3  4 , 2   2 .  _1   4 ,  , 
40  (RM)  47  (R).  3     7  (RM)  6  
(R).   RM   _1  1  (4 )   2  (3 

).     _1  : 54  (RM)  53  (R). 
_2    RM     R.    _3  

 R    19 ,   7  1 , 3  2   9  4 
.  R  28   _3,  19  1 , 5  2 , 

  3   3  4 . 

> res_stomat<-readxl::read_excel("I:/Stomat.xlsx") 

> stomat.stand< scale(res_stomat[ 1]) 

> k.means.fit< kmeans(stomat.stand,4) 

> k.means.fit$size 

> cluster::clusplot(stomat.stand,k.means.fit$cluster,

+main='2D representation of the Cluster solution', 

+ color=TRUE, shade=TRUE, labels=2,lines=0) 
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Plot  ,    RM, ,   ,   
_0,     ;  _1      

,      ;  _2  
  ; _3       

 ,  ,     .  
          
  RM  R. _0  35%  ; _1 – 88%; _2 – 100%; 

_3 – 50% . ,  ,    ,  
      (  , ).   

 –        : ,  
       70%     k ,  

   .    R    
     ,   28,9%,   

   [4].  
  ,  ,    —     ,   

     .      
     ,       

.        ,      
    ,     .  ,      

 -          
,         . 

   ,      
 ,      R;   , 

   Rapid Miner.      
 ,       .  
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Abstract. The report on projects that claim the use of blockchain technologies in healthcare. A case study was 
conducted among existing projects. The most popular trends of distributed ledger technologies application were identified.  
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PRINCIPLES OF AUTOMATION IN ORGANIZATIONAL MANAGEMENT OF EDUCATIONAL 
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Abstract. It is established that increasing the efficiency of organizational management of educational systems is 
associated with the creation and implementation in the process of training of future specialists in the management of 
marine infrastructure of various kinds of automated systems. Achieving the goals of automation of organizational 
management systems of educational systems should be based on compliance with two groups of principles: organizational 
and technical. The list of types of technologies for the implementation of methods of organizational management of 
educational systems using a complex of automation depending on the organizational structure of the educational system, 
the number of students and the required level of skills. 

Keywords: efficiency; organizational management; educational system; complex automation. 
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Abstract. The problem of monitoring of objects of the maritime and inland transport in two aspects is considered: 
monitoring of their physic conditions and of their location. 
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ALGORITHMS FOR AUTOMATIC DIAGNOSTIC SYSTEMS WICH USE VIBRATION SIGNALS  
Barkova Nataliya 1, Grishchenko Dmitriy 2 
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Abstract. The solution of some problems associated with the creation of algorithms for an automatic diagnostic 
system of marine rotary machines using vibration signal is considered, namely, the definition of diagnostic information 
and the assessment of the change in diagnostic parameters over time. 

Keywords: vibrodiagnosis; automation; algorithms; stationary system; threshold values; spectrum analysis; 
marine rotary machines. 
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THE CAPABILITYES OF GAS-TURBINE DIAGNOSTICS BY VIBRATION SIGNAL 
Barkova Nataliya 1, Grishchenko Dmitriy 2 

1 St. Petersburg State Marine Technical University 
3 Lotsmanskaya Str., St. Petersburg, 190121, Russia 

2 Severo-Zapadnyj uchebnyj centr 
140 Stachek Av., Saint Petersburg, 198207, Russia 

e-mails: barkova@vast.su, gri_dmi@mail.ru 

Abstract. The problems of vibration diagnostics of high – speed gas-turbine engines are considered taking into account 
two main peculiarities of vibration excitement and its control. These are - high level of random vibration excited by air and gas 
flows and the inaccessibility of most machine units for contact measurements of its vibration. It limits the effectiveness of engine 
mechanical components diagnosing by the oscillating forces excited there. The main direction of solving the arising problems 
is offered. It consists of vibration control in remote points of fastening the engine to external constructions, and ways of 
allocation and analysis of the vibration components excited by rotating elements of power and auxiliary units of the engine. 

Keywords: vibration diagnostics; gas turbine engines; rotation units; vibration control; spectral analysis; periodic 
and random vibration; diagnostics at stable and unstable rotation speeds. 
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KVALIMETRIC RANGE OF INFORMATION TECHNOLOGIES OF THE CLASS RM, AND THE BEST 
PRACTICES OF THEIR DEVELOPMENT IN THE LIFE CYCLE OBJECTS OF MARINE TECHNOLOGY 

TYPE SHIP RADAR STATION 
Beketova Ekaterina  

St. Petersburg State Marine Technical University 
3 Lotsmanskaya Str., St. Petersburg, 190121, Russia 

e-mail: kat-bek@mail.ru 

Abstract. An example of using information technologies of the CRM class is given, and their work is described. 
The advantages of using programs are determined. 

Keywords: radar; system; CRM technology; bpm’online. 
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SURVEY OF AUXILIARY GEN SET TYPES COMBINATIONS AUTOMATED OPTIMIZATION FOR LNG 
CARRIERS 

Golubev Roman 
St. Petersburg State Marine Technical University 

3 Lotsmanskaya Str., St. Petersburg, 190121, Russia 
e-mail: swit.roma@mail.ru 

Abstract: The problem of optimal auxiliary gen sets combination choice for liquefied natural gas carriers equipped 
with low-speed main engines was explored by means of automated design system. The aims of optimization are projects` 
energy efficiency improvement and cutting number of generator sets in parallel. CAE information technology was applied 
to achieve these aims. Following schemes of auxiliary electrical power plant were examined: auxiliary power plant 
equipped with dual fuel gen sets only; dual fuel gen sets in parallel with turbines of waste heat recovery system; turbines 
of waste heat recovery system in parallel with shaft generators. Fields of this combinations optimal application were 
defined.  

Keywords: shaft generator; liquefied natural gas; waste heat recovery system; auxiliary electrical plant; ship 
power plant. 
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QUALIMETRIC RANKING OF INFORMATION TECHNOLOGIES OF THE CLASS MRP II WHEN 
DESIGNING THE «OCEANIC HEAT ELECTRIC POWER STATION» 

Dauletyarova Nazgul 
St. Petersburg State Marine Technical University 

3 Lotsmanskaya Str., St. Petersburg, 190121, Russia 
e-mail: nazgulya.d@mail.ru 

Abstract. Production resource planning software in design, called «material requirements Planning» or MRP II, 
is the core technology used in the design of ocean and marine thermal power plants. In their design, the tasks of analysis 
and synthesis, assessment of the parameters of the main processes of the thermal power plant, forecasting the dynamics 
of events in the production of electricity are implemented. In order to select the best of the possible software systems for 
MRP II technology, it is fundamentally necessary to perform their qualimetric ranking with the formation of appropriate 
databases on their competitive ability and prospects of development. 

Keywords: energy source; qualimetry; ranging; competitive ability, ocean thermal power plant. 
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JUSTIFICATION OF VALIDITY AND METHOD OF INTRODUCTION OF THE LOGIC OPERATION 
«PRIORITY» 

Mozhaeva Irina 1, Polenin Vladimir 2, Strukov Alexander 1, Suuschenkov Dmitry 2 
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Abstract. The feasibility and technology of introducing the “Priority” operation into the OLMM and the ASM PC 
are considered in order to ensure an adequate model display of the sequence of occurrence of events in the processes of 
operation of technical systems and warfare. Modular solutions of the problem are given in the form of schemes of 
functional integrity of the OLVM or, what is the same, oriented logical-probabilistic graphs of the functioning of systems. 
The mathematical apparatus for calculating the logical-probabilistic functions corresponding to the logical operation 
«Priority» is given. 

Keywords: oriented logical-probabilistic graphs; functioning models; technical systems; armed struggle; sequence 
of occurrence of events. 
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Abstract. Fault-tolerance and load balancing problems in modern distributed marine control systems are analyzed. 
Gateway load balancing protocol is considered. The paper describes the method of developing distributed control systems 
models in OMNeT++. 
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Abstract. On the example of the analysis of the use of information technologies of SCADA class in the 
management of the life cycle of the object of marine infrastructure for the development of automated control systems in 
order to ensure the competitive ability of products and services proposed and performed for optimal selection of 
qualimetric ranking of software and hardware systems of this class. 
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ECONOMIC APPROACH IN PROVIDING PRAGMATIC INFORMATION INTEGRITY PRESERVATION 
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Abstract. Interaction in a group of unmanned aerial vehicles based on decentralized collective strategy is 
considered. The emphasis is put on providing pragmatic information integrity, and to avoid violation occurrence in this 
integrity category the method based on credit theory was developed. The method implies regulation of information volume 
transferred by agents through establishment of fixed amount for information conventional units per time unit (installment 
plan). In case of data retention by agent subsequently its payment value is reduced, thus, its indebtedness is increased. In 
the end of installment plan period agent’s level of trust and reputation is calculated. During introduction into the group of 
a new agent the credit is determined, due to which the new agent gets from other group members not full information but 
information reduced by the established interest rate. However, this agent must transmit data in accordance with 
predetermined installment plan conditions. In the end of credit period the decision whether the new agent is accepted or 
blocked is made. To assess effectiveness of the proposed method the interaction in robotic group consisted of ten agents 
was modelled. Two new agents were introduced into the group, and one of them was a saboteur. The threshold value of 
indebtedness for being accepted to the group is the half of established credit size. Series of independent tests were 
conducted, in the 90,8 % of them the saboteur was blocked. 

Keywords: decentralized collective management; multi-agent robotic systems; credit theory; pragmatic integrity; 
information security. 
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Abstract. It is considered a problem of the need to implement a network control system in big data based 
distributed information network. For intrusion detection guaranteeing it is proposed to use a based GRID-computing 
improved multi-agent system. 
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Abstract. The main aspects of digital production information security were considered. The system of digital 
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Abstract. The paper analyzes several security mechanisms in mobile robotic systems. The authors concluded that 
there is no universal approach to ensuring information security and described the developed scheme of functioning, based 
on the model of police offices. The use of the developed scheme of functioning allows to ensure the integrity and 
availability of information transmitted between system agents. 
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Abstract. The task’s place of industrial facility’s technical re-equipment was determined in the process of its 
modernization. The description of planning a technical reequipment in complex organizational and technical systems’ 
problem was conducted. The application of logical-dynamic models for solutions of such problems was grounded. 
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Abstract. The existing solutions (software) for the construction and approximation of reachability areas are 
considered. The analysis and choice of solutions for the construction of reachability areas. 
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